Schedule of Audit Findings

Washington State University

July 1, 1997 through June 30, 1998

1.
Weaknesses in cash handling policies and controls create the potential for misappropriation of public funds.

Description of Condition

Washington State University (WSU) has over 580 cash receipting locations.  Each cash-handling unit is responsible for preparing initial source documentation to support receipts received at the unit.  In addition, WSU has delegated the responsibility for implementing effective cash handling controls to unit management.  The University’s ability to centrally monitor the adequacy of established controls and compliance with state requirements and University policies is limited.  College deans, unit directors and area chief financial officers need to ensure the policies and controls in their location reduce the potential for misappropriation of public funds.

During our current audit, we reviewed internal controls over receipting at the central cashier and various locations throughout the University.  We noted the following areas of audit concern:

· Departmental employees with cash handling responsibilities are not always fully aware, or do not follow the procedures and controls outlined in the University’s Business Policies and Procedures Manual.
· There is limited monitoring of employee turnover in positions with cash handling responsibilities and no required training for departmental employees with these duties.

· The central cashier performs only limited centralized monitoring or oversight to determine that departments are depositing funds timely in accordance with established procedures.  During our review of October 1998 deposits, we noted money received and deposit reports prepared in August and September of 1998 that were not submitted to the central cashier until October 1998.  In one instance, receipts from January 1998 were not submitted until October 1998.

· Official receipting documents many times do not contain complete information.  We noted numerous instances of missing mode of payment, WSU receipt number sequence and authorizing signatures.

· The University does not have uniform policies regarding the processing of credit card payments and refunds.  We generally find that access to the credit card machines is not always limited and refund transactions many times lack supporting documentation, review and approval.   

· During our surprise cash counts, we noted receipts for the reimbursement of personal use of state resources.  These resources include the use of University cellular telephones, copiers, shipping and delivery services and long distance service, etc.  Any system of reimbursement must be established in advance and approved by the Executive Ethics Board to meet state regulations.  There is no evidence to indicate the required establishment and approval of this reimbursement system.

· In response to our prior audit concerns related to segregation of receipting duties, prenumbering of source documents and accountability for prenumbered documents, the University implemented new internal control procedures for cash receipting and depositing.  These new control procedures were to begin September 1, 1998.  A review of the 42 units who submitted deposits in the November 6, 1998, batch at the central cashier indicated that only 26 percent of those units were adhering to the new controls.

Cause of Condition

The University has developed a Business Policies and Procedures Manual to provide guidance in all significant areas of internal control and state compliance.  WSU has also developed a cash handling training class, but this class is not mandatory for all employees in cash handling positions.  Results of our audit testing indicate that while the manual and training provide sound guidance, adherence to the established policies is not a priority in all units.  

Effect of Condition

Internal control weaknesses present individuals with the opportunity to perpetrate and conceal fraudulent activity without detection or allow inadvertent errors to occur and not be detected in a timely manner.  Noncompliance with established controls increases the University’s exposure to theft and misappropriation of funds.

Recommendations

We recommend:

· University officials enforce adherence to state regulations and University policies related to cash handling.

· WSU make cash handling training mandatory for all employees with cash receipting responsibilities.

· University officials develop and implement uniform controls related to credit card payments and refunds.

· WSU discontinue allowing employees to reimburse for personal use of state resources or obtain approval from the Executive Ethics Board as required.

University’s Response

The report findings are symptomatic of problems that are being addressed on a University-wide basis.  We are establishing a plan that will include mandatory training and the assignment of responsibilities at the supervisory level.  Our goal is to establish a monitoring network that will identify employees new to the University, or new to a position, and ensure that the appropriate training will be scheduled, in a timely manner.

We are reviewing methods of incorporating training into the scope of supervisory responsibility both in the informational monitoring stages, perhaps tying it to our annual risk assessment procedures whereby supervisors are required to attest to the training level of employees.  The University has a great number of employees and many training needs (payroll, cash handling, travel, purchasing, etc.), thus we recognize that our goal may be difficult and time-consuming to attain.  We appreciate the assistance and suggestions that auditors have contributed to our effort.

The University will continue to improve procedures that enforce adherence to state regulations and University policies related to cash handling.  WSU has instituted numerous new polices and procedures to that effect.  The Controller’s Cashier unit has implemented closer monitoring procedures to aid in identifying units that incorrectly complete deposit forms or that do not make timely deposits.  Material exceptions to cash handling procedures will be reviewed by the University Cash Manager and referred to the Internal Audit Officer for follow up.

WSU is developing procedures to identify all personnel in cash handling positions.  Also included will be the capability to monitor new hires to cash handling positions and changes in personnel as well.  The training will be mandatory.

Prior to the issuance of the report, new, University-wide procedures were established to require uniform processing of credit card payments and refunds.  Included is the requirement for secondary (supervisor) approval of all credit card refunds.

The local audit team furnished WSU management the names of the four units in which they found receipts for the reimbursement of personal use of state resources.  WSU is sending a University-wide notification to all departments informing personnel that the personal use of University/state resources by employees, to be later reimbursed, is an inappropriate activity.

Auditor’s Remarks

We appreciate the University’s response to our finding. 

We compliment the University on the commitment to improve the internal controls over cash handling.  We will review the areas discussed in the finding and the University’s response in the next regularly scheduled audit.

Applicable Laws and Regulations

The State of Washington Office of Financial Management (OFM) Policies, Regulations and Procedures manual Section 6.1.1.1.5 provides the following basis requirements for internal control systems:

The agency director has the ultimate responsibility for establishing, maintaining and reviewing the system of internal control in the agency . . . Internal control systems include both internal accounting and administrative controls . . . Internal accounting controls encompass the plan of organization and all procedures and records that are designed to provide reasonable assurance that . . . Funds, property and other assets are safeguarded against waste, loss, unauthorized use, or misappropriation . . . Administrative controls . . . ensure adherence to applicable laws, regulations, and policies . . . .
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2.
Noncompliance with state regulations and University policies related to fixed assets creates a potential for misappropriation or misuse of public property.

Description of Condition

Policies related to the property management system at Washington State University (WSU) require that certain equipment details be maintained in an inventory record on the mainframe computer.  Inventoriable assets include:

· Items with an initial cost of $5,000 or more with a life expectancy of more than one year.

· Items with a first cost of $500 or more with a life expectancy of more than one year, if supported by grant funds.

· Items with a first cost of $300 or more including photographic, computer, communications and office equipment.

· Any firearm or weapon regardless of cost.

Our review consisted of property inventories in six departments, a scan of all inventory files located in the Property Inventory Department and a judgmental selection of assets purchased during fiscal year 1998.  Our review revealed noncompliance with state regulations and University policies and procedures.  Specifically we noted:

· Nine University departments had not completed biennial physical inventories of all inventoriable assets as required by University policies and procedures.  We noted evidence in the files that the Property Inventory Department and/or Controller’s Office had attempted to ensure the departments completed the inventories and returned the information as required without cooperation by the departments.  The nine departments out of compliance are:

· Kinesiology

· Graduate School – SESRC

· News and Information

· Physical Plant

· Coop Extension – Jefferson

· Coop Extension – Long Beach, REU

· Coop Extension – Prosser

· Coop Extension – Skamania

· Coop Extension – Snohomish

· University departments did not always tag assets, or update inventory records appropriately.  Out of 133 assets selected for verification, four did not have agency tags, 15 were found in incorrect locations and six could not be located and/or supporting disposal documentation could not be provided.

The School of Electrical Engineering/Computer Sciences (EE/CS) was noted during the prior audit as being out of compliance with University policies requiring biennial inventories.  This Department had not completed a biennial inventory since 1989.  As a result of our procedures during the current audit, we noted the following:

· EE/CS completed a fixed asset inventory in April 1998. At that time, 579 items of equipment could not be located.  The director of EE/CS requested the inventory be reperformed.  This second inventory was completed in late September of 1998.

· School personnel could not locate 440 items of computer equipment and related assets after this second inventory.  Twenty-one of these items had been purchased since 1994.  At our report date, the status of these missing assets had not been resolved.  Even though many of these items were purchased more than 10 years ago and may be obsolete or otherwise unusable, the number of items that could not be accounted for represents a significant weakness in the implementation of property inventory controls at the school.

· EE/CS did not always dispose of assets according to University policies and procedures.  School personnel indicated that 139 items were located or surplused between the April and September 1998 inventories. Nineteen of these items were selected to review disposal procedures.  Five of the items were not supported by the appropriate disposal paperwork and/or Surplus Stores had no record of receiving the asset.

· The School did not update inventory records appropriately.  An additional 19 assets were selected to determine if, in fact, items originally indicated as unaccounted for were found.  Four of these items could not be located and five were found in incorrect locations.

· EE/CS has taken steps to improve its controls over fixed assets, including hiring a new Equipment Coordinator.  The new Equipment Coordinator appears genuinely concerned about the weaknesses we noted and the equipment that could not be located.  We commend the department on its efforts and encourage it to continue striving for improved controls over fixed assets.

The Physics Department was noted during the prior audit as out of compliance with University policies requiring biennial inventories.  This department had not completed a biennial inventory since 1991.  As a result of our follow-up during the current audit, we noted the following:

· The Physics Department completed a fixed asset inventory in September 1998.

· The Physics Department did not update inventory records appropriately or ensure inventoriable fixed assets were properly tagged.  Of 12 assets selected for verification, four were located in incorrect locations, two could not be located and three had incorrect or unreadable serial numbers.  

Cause of Condition

WSU has developed a Business Policies and Procedures Manual to provide guidance in areas of internal control and state compliance.  The manual provides the basis for strong control systems over fixed assets and addresses all significant state requirements in this area.  Results of our audit testing indicate that, while the manual provides sound guidance and central management attempted to gain compliance, adherence to the established policies is not a priority in the departments.

Effect of Condition

The University departments’ failure to comply with state regulations and WSU policies related to fixed assets leaves the University vulnerable to undetected employee errors and theft or misuse of assets.  Weaknesses in the controls to safeguard fixed assets at WSU were reported in the preceding audit report.

Recommendations

We recommend:

· Central management continue to implement procedures to ensure compliance with policies related to fixed asset controls and safeguards.

· University deans, chairs and administrators ensure the completion of physical inventories of all fixed assets in accordance with state regulations and University policies.

· University deans, chairs and administrators take appropriate action to ensure the accurate recording, update or removal of items from the University’s inventory records.

· The unaccounted for assets in the Electrical Engineering/Computer Sciences Department be resolved to central management’s satisfaction in order to provide a reasonable starting point for future inventory tracking.

University’s Response

The University has formed a task force, which is reviewing the University-wide fixed assets system in its entirety.  The committee will identify available inventory control systems, including requirements and time frames for implementation, estimated funding requirements and ideas for funding the system, and recommendations for revising the inventory control policies and procedures. 

The University has resolved the EECS situation and established the base-line inventory for that unit.

One of the bullet items in this finding states that nine departments had not completed their biennial physical inventories.  At the time of the audit, two of the reports had been returned, but they were misfiled so that information wasn't available to the auditors.  This leaves just seven that had not been returned at the time of the audit.  Of these, three were returned before the issuance of the final report, leaving just four outstanding.  These four units have been instructed to return their inventory lists by February 25, 1999.
Auditor’s Remarks

We appreciate the University’s response to our finding.  We will review the corrective action taken by the University in our next audit.

Applicable Laws and Regulations

The state of Washington Office of Financial Management (OFM) Financial Administrative Policies, Regulations and Procedures manual lists the following internal controls and requirements for fixed assets:

Section 3.1.2.2.1.1 states:

Agencies are to initiate and document an inventory program to ensure that every inventoriable fixed asset is subject to a physical count or verification every two years.

Section 3.2.2.1.2.b states:

A satisfactory fixed asset inventory system must include mechanisms and procedures for controlling the addition to and removal of assets from inventory as well as the safeguarding of those assets currently held.

Section 3.2.2.2.2.a states: 

Agencies are to adopt internal policies and procedures regarding the timely removal of fixed assets from inventory . . . .

Section 3.1.2.2.2 states:

Immediately, upon receipt and acceptance, all inventoriable fixed assets of the state are to be marked in such a manner as to identify that the property belongs to the State of Washington and to the responsible agency.

WSU Business Policies and Procedures Manual, Section 20.50 – Property further defines the required controls specific to the University:

Property Inventory issues the department a computer listing of equipment.  The department is responsible for returning the completed and signed listing within 45 days of the date the inventory request was received from Property Inventory.  If this is not possible, contact Property Inventory and request a deadline extension.

The department chair (or equivalent administrator) is accountable and responsible for all equipment assigned to the unit . . . The department chair designates one or more individuals as equipment coordinators and notifies Property Inventory by memorandum . . . The equipment coordinator is responsible for placing tags on the equipment . . .

Department personnel complete and route an Inventory Control Report form to update unit inventory records . . . (or directly update records on the computer) . . . using the Update Location selection.  

Items which are damaged, obsolete, or otherwise considered unnecessary or unusable may be disposed of by one of the following methods:

· Transfer the item to Surplus Stores . . .

· Sell the item to Surplus Stores or another University Department.

· Scrap the item for parts . . .

Note:  Each disposed item must be accounted for by one of the three above methods.
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